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Sigurnost na razini jezgre
Sigurnost na razini mreze
Sigurnost na razini korisnika
Sigurnost kroz enkripciju
Dodatni sigurnosni elementi
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Sigurnosni razvoj
s SDL (Security Development Lifecycle)

Redizajn arhitekture 0S-a
s Segmentiranje servisa
s [zolacija servisa

» Nove razine servisa (Local Service i
Network Service)

s Ukinute nepotrebne ovlasti

s SID (Security Id) registriran u ACL
(Access Control List) stiti resurse servisa
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ASLR (Address Space Layout
Randomization)

» Slucajni odabir lokacije DLL-ova i izvrsnih
datoteka kod svakog podizanja

s Prednosti i nedostaci

DEP (Data Execution Prevention)

» Onemogucava pokretanje zlonamjernih
kodova

s Od XP SP2 sustava
= Sklopovski DEP
= Programski DEP



Provjera integriteta koda

s KMCS (Kernel Mode Code Signing) -
koristenje pouzdanog kernel koda

= OS loader verificira potpise prilikom unosa
komponenti u memoriju

Provjerene tvrtke
CA (Certificate Authorities)

= Na x64 64-bitnim platformama
Sav jezgrin kod mora biti verificiran
Sistemska kontrola

= Na x86 32-bitnim platformama
Administrator moze prihvatiti sav kod
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Zastita pristupa mrezi (NAP -

Network Access Protection)

» Cilj: zastita mreze i pojedinih racunala

» Posluzitelj (Network Policy Server) samo

“Longhorn”

= Politika zasnova na:
posjedovanju sigurnosnih zakrpa,
obnavljanju virusnih definicija,
postojecim aplikacijama, i sl.

» Privremena mreza - za “popravak”
neregularnih racunala



Posluzitelji s
definiranim
politikama
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= Sigurnost na razini mreze

Windows Defender
Detekcija, CisScenje i blokiranje nepozeljnih
aplikacija
Besplatan, raspoloziv i za XP
SpyNet zajednica
Relativno slabe detekcije

B Windows Defender

(€42 By Home

Protection against malicious and unwanted software
5 Quarantined items

computer.

Select an action to apply:

)__.? Scan |v "‘3 History Q Tools @' |'

s
Windows Defender prevents these items from running until you choose to restore them or remave them from your

'i!) You've joined Microsoft SpyNet {Advanced membership). Ehange settings

FBEX

+& Windows
';.. Defender

Password Stealer
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MName Alertlevel Date
[ & Pws:win32/Dump Severe 14.6,2007 0:37
Category:
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Windows Firewall

Unapredenje
standardnog vatrozida

Kontrola odlaznog i
dolaznog prometa

Razlicite politike za
razlicite mreze

Definiranje pravila (rules)
po razlicitim principima:
Korisnici, IP
adrese, TCP/UDP
portovi, ICMP, servisi

Logiranje prometa

g Windows Firewall Settings

Genera || Exceptions | Advanced

[ ] Windows Firewall is helping to protect your ,"L =

Windows Firewall can help prevent hackers or malicious software from gaining

access to your computer through the Intermet or a netwaork.,

|.g| @ On (recommended)
This ttlgblcks all o tsld es from connecting to this
compube cept for thos I:-I ck d n the E L‘EDtI ns tab,
[”] Block all incoming connections
Select this option when you connect to less secure networks. All

exceptions will be ignored and you will not be notified when
Windows Firewall blocks programs,

I.wl 1 Off {not recommended)
k-

Avoid using this setting. Turn gFFWd s Firewall wi Ilmakeih
mmpute maore vulnerable toh ckers I cious soﬂ:\\

Tell me more about these settings

[ ok ][ cancel
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Windows Firewall

& Windows Firewall with Advanced Security

File Action WYiew Help

@

&3 Inbound Rules

Qutbound Rules

5‘!__ Connection Security Rules
B Monitoring

g Windows Firewall with Advance I

h i ] b

ﬂ Windows Firewall with Advanced Security provides enhanced network secunty for Windows computers.

Overview
Domain Profile is Active

@ Windows Firewall is on.
® Inbound connections that do not match a rule are blocked.
'@' Outbound connections that do not match a rule are allowed.

Private Profile

Q Windows Firewall is off.

Public Profile
B Windows Firewall is off.

@ \windows Firewzl| Properties

Getting Started
Authenticate communications between computers
Specify how and when connections between computers are authenticated and protected using Intemet Protocol

security (IPsec). After specifying how to protect connections using connection security rules, create firewall ules
for connections you wish to allow.

[EJ Connection Security Rules
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| HEesources
Getting started

Diagnostics and troubleshooting
Documentation overview

Introduction to server and domain izolation
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Actions

Windows Firewall with Adva... «

b
&l

Import Policy..
Export Palicy...

Restore Defaults

View »
Refresh

Properties

Help

Impaort Policy...




Kontrola korisnickih ovlasti (UAC)

s Razdvaja standardne privilegije i zadatke od onih koji
traze admin. ovlasti

s UIPI (User Interface Privilege Isloation)

s Datoteke i registry zapisi imaju definiranu razinu
integriteta

s Procesi niskog integriteta ne mogu pisati u objekte
viSeg integriteta (MIC - Mandatory Integrity Control)

User Account Control (%]

@ Windows needs your permission to continue

If wou started this action, continue,
2o Microsoft Management Console
Microsoft Windows Publisher

.:\}':' Details Continue ‘l: Cancel J

User Account Control helps stop unautherized changes to your computer,




Windows Cardspace

» Jedinstveno korisnicko sucelje za odabir i
administraciju identiteta

» Cilj: kombiniranje razliCitih identiteta preko
razlicitih Windows programa

= Visestruki elektronicki identiteti: PKI,
zaporka, token, ...

» Zajednicko sucelje bez obzira na
proizvodaca



Izrada sigurnosnih
kopija
s Backup & Restore:

Cijeli sustav ili razliCite
vrste podataka

Vremensko definiranje
= Shadow Copy
Windows 2003

Automatsko spremanje
objekata

Verzije dokumenata

| pfirewall Properties

! General I Securty | Details !_I-:‘reuious Versions |

&

Previous versions come from shadow copies, which
are saved automatically to your computer’s hard disk:,
or from backup copies. How do | use previous

i ¥

Versions

File versions:
Marmne Date mod'ified Location
Yesterday (1) -~
_ pfirewall 2142007 16:52 Shadow copy

[ Open ][ Copy... ][ Restore...

[ ok || cance |




BitLocker sifriranje pogona
= Enkripcija sistemskih particija diska
» Cilj: zastiti podatke u sluCaju krade racunala
(najcesce prijenosnog)
= TPM cip uz odgovarajuci BIOS
— cuva kljuceve:
= nakon 3 neovlastena pokusaja -
zakljucava se!
= nakon 10 neovlastenih pokusaja -
unistava se!!!
= Ostali mehanizmi: USB, PIN ili zaporka




EFS (Encryption
File System)

s Standardna
funkcionalnost

= Enkripcija na razini
direktorija i
datoteka

s Visestruki korisnici
resursa

» Zastita postoji i dok
je racunalo upaljeno

= Zabrana enkripcije
Windows datoteka

Advanced Attributes

@ Choose the settings you want for this folder.

@.ﬁ

When you didk OK or Apply on the Properties dialog, you wil be
asked if you want the changes to affect all subfolders and files

as well,

Archive and Index attributes

[] Felder iz ready for archiving
[#] Index this folder for faster searching

Compress or Encrypt attributes

[] Compress contents to save disk space

[¥] Encrypt contents to secure data

] | Cancel




SRP - Software Restriction Policies

= Zabrana pokretanja pojedinih programa i
datoteka

» Definiranje pristupa zajednickim datotekama

Kontrola instalacije uredaja -
Device Control

» Definiranje korisnika i racunala i njihovih
dozvole glede instaliranja i koristenja
razliCitih uredaja



RMS (Rights Management Services)
Nova funkcionalnost

Uspostava ovlasti na nivou MS Office
dokumenata prema definiranoj politici

Moguc¢ razvoj i drugih aplikacija s podrskom
za RMS

Zastita podataka od autoriziranih korisnika
Ogranicenje uredivanja prema korisnicima
Zastita informacije putuje s informacijom
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RMS (Rights Management Services)

Posluzitelj baze podataka

Active Directory
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1. Kreiranje entiteta "
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RMS 4. Zahtjev |
posluzitelj izdavanje
ovlasti

5. KoriStenje

2. Dodjela [ €
prava
informaciji .‘

Izvor informacije

informacije

3. Slanje zasti¢ene
informacije

Primatelj informacije
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Windows LiveOne Care
= Komercijalan
= Objedinjuje:

Antivirus

Integracija s antispyware alatom (Defender)
Podesavanije sustava

Izrada sigurnosnih kopija

Kontrola osvjezavanja sustava

Forefront Client Security
» Zastita od nezeljenih programa

= Komercijalna verzija Defender-a sa
posluziteljem, sigurnosnim politikama i
antivirusom
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Internet Explorer 7
Zasnovan na UAC (niski integritet)
Protected mode (samo za Vistu)

ovlasti pisanja samo za privremene
datoteke

Podrska za internacionalne URL-ove
Obavezan prikaz web adrese

Podrska za EV (Extended Validation) SSL
certifikate

Filtar protiv krade identiteta (Phishing Filter)
= Dinamicka zastita od laznih web stranica
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Vista — najsigurniji Windows sustav
= Sigurnost od temelja
» Nove mrezne funkcionalnosti

m Bolja sigurnost na razini korisnika

= Poboljsane metode kriptografske
zastite

= Nove sigurnosne funkcionalnosti i
proizvodi

Ipak....
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