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Federations

e Federations enable the sharing of resources

e A federation is constituted by a set of agreements
between peers

e In a federation agreement there needs to be a
common language

e Federations can be part of bigger federations

e Federations can cooperate with other federations:
confederations
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First life was easy

University of

Dubrovnik
I I
Network E-learning website
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Inter-faculty collaboration

University of
Dubrovnik

[ Network E -learning webS|te Network } [E-Ieaming website}
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Inter-institution
collaboration




Life becomes easy again

- N
AAI@EduHr
\_ /
[ University of Dubrovnik j [ SRCE j

[ Student Miro H Resource }
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Federations for education

e Enable the sharing of educational resources
- Network
— Applications
e Online learning systems

e Require agreement on:
- Responsibilities
— Liability
— Technology
— Language
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Wireless LAN is unsafe

Network List—{Mutofit)

Nome: 1 Packtz Flazs IP Range

THC
I {stealtinp: AY Ol 915 0.0.,0.0

root@ibook:~# tcpdump -n -i eth1

19:52:08.995104 10.0.1.2 > 10.0.1.1: icmp: echo
request

19:52:08.996412 10.0.1.1 > 10.0.1.2: icmp: echo
reply

19:52:08.997961 10.0.1.2 > 10.0.1.1: icmp: echo
request

19:52:08.999220 10.0.1.1 > 10.0.1.2: icmp: echo
reply

19:52:09.000581 10.0.1.2 > 10.0.1.1: icmp: echo
request

19:52:09.003162 10.0.1.1 > 10.0.1.2: icmp: echo
reply ~C

Connected to K e (e . . : : aon localhost:2
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0 bit crack breadth: [4 4
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International

University A connectivity
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University B /

S~

| High-quality Internet for higher education and research



m Requirements

e Identify users uniquely at the edge of the network
— No session hijacking

e Enable guest usage

e Scalable
— Local user administration and authentication

e Easy to install and use
— At the most one-time installation by the user

e Open

e Secure
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eduroam architecture

e Security based on 802.1X
- Integration with VLAN assignment
- Protection of credentials
- Provides basis for new wireless security standards WPA and 802.11i

e Authentication based on EAP

- Different authentication mechanisms possible by using EAP
(Extensible Authentication prototcol)
e Username/password
o X.509 certificates
e SIM-cards

e Roaming based on RADIUS proxying
- Remote Authentication Dial In User Service
- Transport-protocol for authentication information

e Trust fabric based on:
— Technical: RADIUS hierarchy

- Policy: Documents/contracts that define the responsibilities of
user, institution, NREN and the EduRoam federation
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Secure access to the network
with 802.1X

Supplicant

(AP or switch) < University A <

/ — Authenticator — RADIUS server — ﬁ

jan@student.university_a.nl

Employee
VLAN
* 802.1X
— signaling ° (VLAN assigment)
— data
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eduroam

Supplicant

(AP or switch) < University A

Gast
piet@university_b.nl

==P  Authenticator =P RADIUS server i

RADIUS server —)> -
University B —

Employee
VLAN Central RADIUS
Proxy server
* Trust based on RADIUS plus policy
documents
— signalling ° 802.1X
— data

* (VLAN assigment)
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Status of eduroam

e Over 400 institutions in « USA, Sweden, Belgium
Europe, Australia and Taiwan will follow shortly
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Members

* TNC/CUC 2003: eduroam
used for the first time at a
conference

nren couniry member_since
SURFRhet The Netherlands|20032-06-04
IJEER. MA K 2003-06-11
FooHM Portugal 2003-06-30
CARMet Croatia 2003-07-15
Funet Finland Z2003-07-321
CFM Gerrmany 20032-02-06
CESMET Czech Republic [2004-05-26
GRMET Greece 2004-05-27
Forskningsnettet|Denrmark Z004-06-08
LaMET Latvia 2004-07-05
PICMIER Paland 2004-07-14
IMIMETT Morway 2004-09-17
AFR.MES Slovenia 2004-09-27
FedIRIS Spain 2004-10-12
AARMet Australia 2004-12-15
RESTEMA Luxermbourg 2004-12-16
GARF Italy 2005-02-04
ISTF Bulgaria 2005-04-25
Internetz ISA 2005-04-26
Ricerkaiet Malta Z005-06-01
SwITCH Switzerland 2005-06-23
EEMeat Eztonia 2005-10-04
aconet Austria 2005-10-22
MCHC Taiwan, RO, |[2005-10-26
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m eduroam

e Provides global network roaming
e Strong technical foundation:

- RADIUS

- 802.1X

— Lingua Franca: EAP

e Needs ubiquity
e CARNet is ready for it, it's now up to you!
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eduroam for application access?

[ European Server}
- ™ ; ; - ™
.hr [ .ac.uk J [ J Nl
- J \ Y

e N - R
carnet.hr Uva.nl
N J \ Y,
~
Resource
Y,

e How do these applications communicate?

e How can you protect credentials?
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Centralise authentication: A-Select

application

*“Black box™ that:
*Accepts many T
authentication
methods :

*Interfaces with many
applications

Ingln server authN db

\

1

authentication service provider authZ db
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e There are more:
- PAPI
— FEIDE/Moria
- CAS
— PingID
— PERMIS
- SPOCP

— and... Shibboleth

e Do the pieces of the puzzle fit?

| High-quality Internet for higher education and research



Shibboleth

HES Harsdle Server WAYF  “Where Are You From'.Server BHIRE Shibboleth Indaxical
SR A Reference Establisher
SHAR Shibboleti Atbhdbute
- Shibboleth AA| Components Reguestor
© SWITCH

e Allows institutions that belong to the same federation
to share resources

e Lingua Franca: SAML
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eduGAIN

Goal: to federate federations Common eduGAIN Services

[Home Location Service]

Web-services and SAML

based s L HomeLocation
+
. . Home eduGAIN Remote eduGAIN
'(A:‘gmm %%Pb?es pOSSIbIe Shibboleth [Federation Peering Point] Federation Peering Point
]
P i AuthN HLS
Attributes
.. ) Home Bridging Element j-------------------—- R te Bridging El t
4 basic interactions: ( : g; 2 y {Remote Bridging Element]
- AuthnRe}q/ Resp attes | ﬁ:‘t?,:(
- HLSReqg/Resp ;
- AttrReqg/Resp
- AuthZReg/Resp Home Domain Remote Domain
Resource
Defining parameters, protocols weniy Reposton.
and profiles

Existing solutions (Shibboleth, PAPI, A-Select etc.) will move to eduGAIN
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m Conclusions

e To err is human, to federate is divine!

e Federation for network access: eduroam
e Federation for application access: eduGAIN

e So0: join AAI@EduHr and......
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eJuroam
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Turn the puzzle...

W F I

Network

(web)Application

Authorisation
Authentication Login

N L 4

Administration



Into.....
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More information

eduroam in SURFnet
- http://www.eduroam.nl

eduroam in Europa
- http://www.eduroam.org

TERENA TF-Mobility
- http://www.terena.nl/mobility

Géant2 Joint Research Activity 5 (authorisation and roaming)
- http://www.geant2.net/ (click on research)

The unofficial IEEE802.11 security page
- http://www.drizzle.com/~aboba/IEEE
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