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SLAC
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A Few of the Computers
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Program for Today

◆Security in the Internet Infrastructure
◆Security for Network/Computer Admins
◆Security at Work
◆Security at Home
◆Security for Kids
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Security in the Internet 
Infrastructure
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More Sophisticated Tools
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More Sophisticated Tools - 2



23 November 2005 CUC 2005 8

More Sophisticated Tools - 3
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On the Increase

◆ phishing (including IM)
http://www.infosecwriters.com/texts.php?op=display&id=229 

◆ pharming
http://www.infosecwriters.com/texts.php?op=display&id=323 

◆ spyware (p2p)
◆ Tailored viruses
◆ Identity theft (in general)

http://www.emergentchaos.com/archives/cat_breaches.html 
http://www.privacyrights.org/ar/ChronDataBreaches.htm 

http://www.emergentchaos.com/archives/cat_breaches.html
http://www.privacyrights.org/ar/ChronDataBreaches.htm
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New Technologies

◆bluetooth
● voice recognition

◆VoIP (skype, Google Talk, …)
◆smartcards, One Time Passwords (OTP)

◆Will they make a difference?
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Advances in Security

◆Common Malware Enumeration
http://cme.mitre.org/ 

◆Common Vulnerability Scoring System
http://www.first.org/newsroom/releases/20050919.html 

◆ MS Office 2003 SP2 – anti-phishing
Extra click to activate links in email

http://cme.mitre.org/
http://www.first.org/newsroom/releases/20050919.html
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Map of Bots
http://nepenthes.sourceforge.net/visualisation 

http://nepenthes.sourceforge.net/visualisation
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Security for Network/Computer 
Administrators
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Passwords
◆ POP3

● kastela3, kcoct21, 
dec3.141, baum2kid, 
abouki99, jasperD9, 
pi16tchou

◆ IMAP
● 15Kajetan, vrvs@Toshi,  

jef, worib4

◆ SMTP
● lworib4u, 
frtaljkruha, ha66il33

◆ ICQ
● infograf, sutivan, nelavodo, 

9Ll@jkl2, tehsup, joeking, 
kmhm116

◆ FTP
● aw3edcft6
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Passwords (http) - 2
◆ d115872m
◆ Hammerhead
◆ mrakovnjacha
◆ 268jld823
◆ bravodb
◆ ovidVM1
◆ sebastian
◆ 2005
◆ bazzy
◆ 637xre286
◆ argxb@$$
◆ e4077a97

◆ peggy101
◆ guest
◆ fin_maggie
◆ frump
◆ pingpass
◆ anais
◆ admin
◆ cband
◆ tig4yet
◆ pincopallino
◆ Mammoths



23 November 2005 CUC 2005 16

DOE Site Assistance Visit

◆We’re from the government and here to help
◆Help with documentation required by new 

government standards (NIST 800-xx)
◆Included penetration test
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Penetration Test - results

◆Win 2000 SP3 server
◆MS dropped support as of June 30
◆No warning of August vulnerability
◆LM hashes for local admin password

● Rainbow tables
● 64GB – 99.9% success at LM passwords

◆Defenders have to be perfect – attackers 
only have to succeed once
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The Security Plan

◆Prepare
● Policies
● User awareness

◆Patch & protect
● Anti-virus & spyware
● Update when patches are available

◆Response and containment
◆Recovery – reinstall 
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Train Users & Admins 
on first response

◆Stop and report to your security team
◆Do NOT retaliate
◆Do NOT power off system

● unless immediate danger

◆Do preserve evidence
● backups, logs, traces, listings



Security at Work
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Email Security

◆ Read email as plain text, not html
◆ Never download executable attachments

● Best if your site quarantines attachments & spam

◆ Do not click on links that are not clear
◆ Do not run with administrative privileges 
◆ Never disclose your email password
◆ What you say in email lives forever
◆ Consider implications of userid reuse
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Instant Messaging

◆Central servers can log/expose information
● AIM, Gtalk, etc.
● Blackberry and other PIM; SMS?

◆Clients must be updated frequently
◆Often unsupported by IT infrastructure
◆Popular vector for spyware, viruses, other 

malware
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IM Worms
http://www.scmagazine.com/uk/news/article/528542/plague-mutant-worms-targets-im-systems/ 

Plague of mutant worms targets IM systems
    

William Eazel 18 Nov 2005 10:24 

Instant Messaging (IM) systems are coming under sustained attack 
from a record number of mutant worms, security watchers have 
warned. 
According to IMlogic Threat Center, the recent jump in worm 
mutations poses the largest threat to corporate and consumer IM use 
due to the difficulty in consistently maintaining up-to-date virus 
protection on local and mobile systems. It notes that, as a leading 
indicator for the number of mutations to expect, the Kelvir worm has 
mutated 123 times during the last 11 months. 

http://www.scmagazine.com/uk/news/article/528542/plague-mutant-worms-targets-im-systems/
http://ads.hnet.valueclick.net/redirect?host=hs0003534&t=std&b=200511220749587464&noscript=1&v=0;hcat=skNEDE;kadlocation=C,kadpos=501;;;;;kdiscID=,ksectorid=,ksectionid=1000;k=Plagueof mutant worms targets IM systems;;msizes=300x250,336x280;bso=random


23 November 2005 CUC 2005 24

Backups

◆Recovery
● From user error
● From hardware error
● From disaster
● From compromised machine

◆Used in legal proceedings
● Opposing attorneys
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Security at Home



23 November 2005 CUC 2005 26

Sony CDs

◆Digital Rights Management (DRM)
● Corporations vs. individuals
● 52 protected CDs on the market

◆Asset Protection
● At the expense of the consumer

◆Removal tool fiasco
● Created yet another vulnerability
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419 Scams
Dear Friend,

Greetings to you.

I wish to accost you with a request that would be of immense benefit to both 
of us. Being an executor of wills, it is possible that we may be tempted to 
make fortune out of our client's situations, when we cannot help it, or left 
with no better option. The issue I am presenting to you is a case of my 
client who willed a fortune to his next-of-kin. It was most unfortunate that 
he and his next-of-kin died on the same day the 31st October 1999 in an 
Egyptian airline 990 with other passengers on board. You can confirm this 
from the website below which was published by BBC WORLD NEWS.

WEBSITE.
http://news.bbc.xx.xx/1/hi/world/americas/502503.stm. (altered URL)

I am now faced with confusion of who to pass the fortune to.

http://news.bbc.xx.xx/1/hi/world/americas/502503.stm
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Trojans in Email
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Bad Practices
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Protecting From Identity Theft
http://www.bradenton.com/mld/bradenton/13146939.htm

◆Look for the “s” in https://
◆Keep OS updated and use firewall
◆If contacted by mail, email, phone about 

your account(s), don’t respond. Call back 
main office from your statement.

◆Use credit card with low limit online

http://www.bradenton.com/mld/bradenton/13146939.htm
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Software Needing Regular Update

◆Windows (you knew that!)
◆MS Office
◆Anti-virus, Anti-spyware
◆Macromedia Flash
◆Realplayer, Quicktime MS Media Player
◆mp3 players
◆IM clients
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Dangers for Home Machines

◆Unsecured wireless network
◆Missing or misconfigured firewall
◆Poorly trained users who access dangerous 

web sites using vulnerable web browsers
◆Software poorly maintained
◆Virus & spyware protection not updated
◆Kids & teenagers



Security for Kids
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Trust

◆We make trust decisions all the time
◆We make mistakes all the time
◆We (hopefully) learn from those mistakes
◆We want people to trust us
◆Trust and Computers

● They get in the way of knowing someone
● They allow us to know someone more deeply
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Manners

◆ Agreements on how to behave – civilized
◆ “Virtual” world is different than “real”

● email/chatting – what you type lives 
forever and is spread beyond your control

● no way to hide if you upset someone – 
everything you do leaves traces you can’t erase

● it’s all virtual – virtually anything can be faked – 
especially the things you want to believe

● stupid / smart – both get amplified
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Cartoon by Peter Steiner. The New Yorker, July 5, 1993 issue (Vol.69 (LXIX) no. 20) page 61 

http://www.epatric.com/funstuff/dog/
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Risks

◆We’re very poor at understanding risks
● Tend to believe familiar = safe
● Risk judgment based on hype

◆The Internet has many risks!
● for you and your family
● for your computer

◆There are dangerous people on the 
Internet – very dangerous people
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Risks for You

◆ Don’t share personal information
● Real name, home address, phone, age, birth date, 

photos, family information, parents’ income, etc., etc.

◆ Choose friends wisely – consult trusted adult
● OK to say “no” to ecards, “funny” downloads
● Your “friend” may be someone else
● No physical distance from other people – OK to ignore 

or block people who make you uncomfortable
● Use spam filters; don’t open email from people you 

don’t personally know
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Risks for Your Family

◆Using a family computer
● Keylogger that records userid/passwords for 

bank accounts, parents’ work email, etc.
● Credit card, tax, and financial records; personal 

& identity information
● Remote access to microphone

◆Using your computer
● Bypass home firewall protections
● Responsible for (possibly) illegal activities
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Risks for Your Computer

◆keylogger – capture userid/ passwords – 
then pretend to be you

◆bot – remotely controlled to spread viruses, 
spam

◆“warez” – store pornography, illegal files
◆erasing/changing files (homework, pictures)
◆copyrighted material / infected files
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Infected!!
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Why do I Get So Much 
Spam?

What you see in the email
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Why do I Get So Much 
Spam?

What you see in the email

Where you really go when you click
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For more information…

http://www.microsoft.com/athome/security/children/kidpred.mspx 

http://www.microsoft.com/athome/security/children/kidtips13-17.mspx 

http://www.microsoft.com/athome/security/children/kidtips9-12.mspx 

http://www.microsoft.com/athome/security/children/kidpred.mspx
http://www.microsoft.com/athome/security/children/kidtips13-17.mspx
http://www.microsoft.com/athome/security/children/kidtips9-12.mspx
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Questions?
http://www.antsight.com/zsl/rainbowcrack/demo_rainbowcrack_cfg5.wmv 

http://www.antsight.com/zsl/rainbowcrack/demo_rainbowcrack_cfg5.wmv

