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More Sophisticated Tools

File ‘Wiew Configure Tools Help

a8 @ ¥ 2 2By m@PRERE00® S8y @ 7 0

Q Protected Storage |§ Metwork |ﬂ'ﬂ Sniffer |g LSA Secrets |d Cracker |@ Traceroute |!m aanll] I[(a"] Wireless |

d Cracker User Name | LM Password | <& | MT Password | LM Hash | NT Hash | Challange Tvpe
3R 5 physics\savupdate BOCEAFETE3AD,., AJCSSCFESE3C... 1DZIODDZE3IE.. MTLM Session 5...
G NTLMv2 Hashes (0) P BER-YISITOR user BE106SE04445,, .  G9E962DC9EDA,..  1IDFDCISBEZ9S.,.  MTLM Session 5.,
8 M5-Cache Hashes (0) | 3¢ 5 jrinicrrater 63050SES7DCS,,, 874143526780, LM & NTLM
& PuiL files (0) X asPrET 2100540358733, 63ACLCEDST3.., LM & NTLM

M cCisco I0S-MOS Hashes X ec

W Cisco PI¢-MDS Hashes 9550A3TE4090,,,  44CETEE43ET. ., LM & NTLM
G APOP-MDS Hashes (13 T Guest * empty * * *empty * AADIE4356514,.,  31ID6CFEIDIGA.., LM & NTLM
& CRAM-MDS Hashes (2) X Helpassistant 1017CBC37ECA, . 33BELDBYEFIE. ., LM & WTLM
s OSPF-MDS Hashes (0) X SUPPORT 3859450 * emply * * AADIE435E514...  FEI407EO0FEST... LM &NTLM

 RIPYZ-MDS Hashes (0)
+} YRRP-HMAC Hashes (0
e vMC-3DES (0)

md D2 Hashes (0)

md 104 Hashes (0)

md DS Hashes (0)

R SHA-1 Hashes (0)

SR SHA-Z Hashes (0)

R RIPEMD-160 Hashes (0
KerbS Prefuth Hashes
Radius shared-key Has

&9 IKE-PSK Hashes (0)
MSSGL Hashes {03
MyS0L Hashes {03

&F SIP Hashes (0)

4 LMa&NTLM Hashes

£ >
hikbp: f e, oxid. it
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More Sophisticated Tools -

File Wiew Configure Tools Help
S - g % 2egsBAMPHFBOE2E Y @2 N
@’ Prokected Storage |§ Mebwork |ﬁ'} Sniffer |§ LS4 Secrets |d Cracker I@ Traceroute Im cCou I[(Ef] Wireless |

@% Passwords Timestamp | FTP server | Clignt | Username | Password | -~
FTR (36} 10/10)2005 - 10;24:03 131.225.110.41 198.129.217.182  anonymous anonymaus@
HTTP {348) 10/10/2005 - 10:24:09 131.225.110.41 198.129.217.162  anonymous anonymous@
g IMAR (57) 10/10/2005 - 10:24:56 131.225.110.41 198.129.217,182  anonymous ANOMYMoUSE
POPS (308) 10/10/2005 - 10:24:57 131.225.110.41 195.129.217.152  anonymous ANonymousE
5'15 SME {1 10/10/2005 - 10:25:05 1531.225.110.41 198,129.217,152  anonymaus ANonYmousE
Inek (0 10/10/2005 - 10:25:53 131.225.110.41 198.129.217.182  anonymous AnonyrmousE
Telne 10/10/2005 - 10:25:54 131.225.110.41 198.129.217,182  anonymous ANOMYMoUSE
YNC (D) 1041042005 - 10:29:05 131.225.110,41  195.129.217.182  anonymous anonyMoUs@
FORLERW] 10/10/2005 - 10:23:09 131.225,110.41 198,129.217,152  anonymaus ANonYmousE
SMTP (12) 10/10/2005 - 11:12:41 134.79.18.30 198.129.219.153  anonymous cyberduck@example.net
MMTF {0 10/10/2005 - 11:15:08 134.79.18.30 198,129.219.153  anonymaus cyberduck@example.net
MSKerbS-Preduth (0} 10/10/2005 - 11:16:42 147.251.45.205 195,129.219.25 ANONYMous -aN0nyYMousE
Radius-Keys (0) 1001002005 - 11:17:39 204,152,191.5 195,129.219.25 ANONYMaus -aNonymousE
Q Radius-Users (01 10/10/2005 - 11:44:55 131.225.110.41 198.129.217.182  anonymous ANOnyToUsm
10/10/2005 - 11:44:56 131.225.110.41 198.129.217,182  anonymaous AnonYymousE
g can) 10/10/2005 - 11:49:27 131.225.110,41  198.129.217.182  anonymous AnonYMOUS@
G5 IKE-PSK (5) 10/10/2005 - 11:49:28 131.225.110,41 198,129.217.182  anonymous anaonymausE
MySOL (0} 10/10/2005 - 11:49:28 131.225.110.41 198.129.217.182  anonymous ANonYmousE
SHMP (O} 10/10/2005 - 11:49:29 131.225.110.41 198.129.217,182  anonymaous AnonYymousE
Q SIP {7} 10/10/2005 - 12:01:56 131.225.110.41 198.129.217.152  anonymaous ANonymousE
10/10/2005 - 12:01:57 1531.225.110.41 198,129.217,152  anonymous AnonymousE
10/10/2005 - 12:04:08 131.225.110.41 198.129.217.182  anonymous ANOnyToUsm
10/10/2005 - 12:04:09 131.225.110.41 198.129.217,182  anonymaous AnonYymousE
10/10/2005 - 12:05:13 131.225.110.41 198.129.217.152  anonymaous ANonymousE
10/10/2005 - 12:05:15 1531.225.110.41 198,129.217,152  anonymous AnonymousE
10/10/2005 - 12:05:20 131.225.110.41 198.129.217.182  anonymous ANOnYmousE
10/10/2005 - 12:05:21 131.225.110.41 195.129.217.152  anonymous ANonymousE
10/10/2005 - 12:09:42 1531.225.110.41 198,129.217,152  anonymaus ANonYmousE
10/10/2005 - 12:09:59 131.225.110.41 198.129.217.182  anonymous AnonyrmousE
10/10/2005 - 12:10:01 131.225.110.41 198.129.217,182  anonymous ANOMYMoUSE
10/10/2005 - 12:10:13 131.225.110.41 195.129.217.152  anonymous ANonymousE
10/10/2005 - 12:10:17 1531.225.110.41 198,129.217,152  anonymaus ANonYmousE
10/10/2005 - 12:10:19 131.225.110.41 198.129.217.182  anonymous AnonyrmousE
10/10/2005 - 12:25:34 131.225.110.41 198.129.217,182  anonymous ANOMYMoUSE
10/10/2005 - 16:32:16 134.79.15.30 195.129.215.23 ANONYMaUS IEUser@
10/10/2005 - 16:39:34 193,218,105.22 198,129.219.47 anonymous mozilla@e:xanmple.com
10/10/2005 - 16:53:41 131.225.110.41 198.129.219.63 ANONYTNOUS AnonyrmousE w
& FP

E Hasts |® APR Id{-’ Routing |% Passwords |§* YolP |

hikp: ffewn, ooid, it

23 November 2005 CUC 2005 7




More Sophisticated Tools - 3

ain ‘ Li Lﬂ \j
S # 2 ¢85 RymMPEFBO0D RS2 v @2 0
|ﬁ’ Protected Storage |§ Metwork |ﬂ'ﬂ sniffer @ LS4 Secrets |@f Cracker |@ Traceroute um [alanll] I[‘h"] Wireless |
() APR. Status | IF address | MAC address | Packets - | <- Packets | MAC address | IF address

&*

3 APR-DNS
Bl APR-S5H-1 ()
&) APR-HTTPS (0)
9% APR-ROP (0

E? HTML Help

& o &
Hide Back Home Pirt

Contents  Search l ﬁlossar}l]

Type in the keyword to find:

User Manual

|apr

List Topics
Select Topic to dizplay: m

APR
APR Related Fals {ARP Poison Routing) is a main feature of the program. It enables sniffing on switched networks and
APR-DNS the hijacking of IP traffic between hosts. The narme "ARP Poison Routing” detives from the two steps needed
iEEEELPS to perform such unusual network snifing: an ARP Poison Attack and routing packets to the correct
APR-SSHA destination.
Cain
Certificates Collector ARP Poison Attack
EZQ{L%:?EEZMEW This kind of attack is based on the ranipulation of host's ARP caches. Oh an EthermetiP network when two
Installation hosts want to communicate to each other they must know each others MAC addresses. The source host
Sniffer looks at its ARF table to see if there is a MAC address corresponding to the destination host IP address. If
Shiffer autput example: HTTPS not, ithroadeasts an ARP Requestto the entire network asking the MAC ofthe destination host Because this
Shiffer output example; S5H-1 packet is sent in hroadcast it will reach every host in a subnet however anly the hast with the [P address
Shiffer Related FAQs specified in the request will reply its MAC to the source host On the contrary it the ARP-IP entry for the
Sockets Usage destination host is already present in the ARP cache of the source host, that entry will be used without
TCPAUDP Table Yiewer generating ARP traffic.
WalP

QL Now what happens If the sowrce host has In ks ARP cache an ncorrect MAC address associated to the iR

: aciciress of the destination host 7
Display & Simple, it will start the cormmunication with the destination host using the incorrect MAC address in %

£ >

hikbp: f s, oo
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On the Increase

[] phishing (including IM)

http://www.infosecwriters.com/texts.php?op=display&1d=229
[J pharming
http://www.infosecwriters.com/texts.php?op=display&id=323

(] spyware (p2p)
Tailored viruses

(] Identity theft (in general)

http://www.emergentchaos.com/archives/cat_breaches.html

http://www .privacyrights.org/ar/ChronDataBreaches.htm

23 November 2005 CUC 2005 9



http://www.emergentchaos.com/archives/cat_breaches.html
http://www.privacyrights.org/ar/ChronDataBreaches.htm

~

[1bluetooth

e voice recognition

[1VolIP (skype, Google Talk, ...)
[1smartcards, One Time Passwords (OTP)

New Technologies

[1Will they make a difference?

23 November 2005 CUC 2005 10
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[1Common Malware Enumeration

Advances 1n Security

http://cme.mitre.org/

[1Common Vulnerability Scoring System
http://www first.org/newsroom/releases/20050919.html

[0 MS Office 2003 SP2 — anti-phishing

Extra click to activate links 1in email

23 November 2005 CUC 2005 11



http://cme.mitre.org/
http://www.first.org/newsroom/releases/20050919.html

http://mepenthes.sourceforge.net/visualisation

Map of Bots

' visualisation [Nepenthes - finest collection -] - Mozilla Firefox Beta 2

23 Novemb

File  Edit

Ga -

View Go

B Getting Started G Latest Headines 53 Mews - Gaim B iDefense : Power OF L., B Kevin Kelly - Cool Toals B} Gmail - Inbox (1)

Yt -2

nepent

test collection -

Haorme

Download
Documentation
Installation

" FADQ

Help us

Howtos

Yirus Removal Help
Bugs

Farum
Mailing-Lists
Patches
Statistics
Wisualisation
Code Snippets
Links

Papers and Mews
Recommendations
Sarmple Analysis
TODO

Contact

sf.net nepenthes

Done

Bookmarks

hd @ E;;\[ .{ http:/inepenthes sourceforge netvisualisation

¥ahoo!  Tools  Help

By @ 6 @, read lips

w Search web - @ - - @ My Yahoo! = %2 Yahoo! + (=0 Mail ~ 88 Movies = 5 Travel ~ eJ Maps - (U] Reference ~ >
Orange < 25 samples
Red
Black

Easy task
< 250 samples Should think about security

= 250 samples Worms heaven, admins hell

10.10.2005 flushed database to support city & country

26.10.2005 to increase time used to draw the table, we use a 15 minute cached result for the last 2 days now
17.10.2005 caching, but without timewindow for the select, as this seems to nonwork with mysql DISTINCT It
may take some time till the markers show up

just wait some (lets say 30) seconds

You can click the map, zoom, crawl, whatever you can do with a map, this is not a static picture**

. ¢
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Google {

Maps provided by @Google Maps.

Disclaimer: Given the nature of the internet

and the invalvement of third-party services,

we cannot guarantee the accuracy of the information presented.

Terms of Uss

wisualization,tut + Last modified: 2005/11/17 04:55

Show pagesource Old revisions Laogin Index Backtotop |



http://nepenthes.sourceforge.net/visualisation

Security for Network/Computer
Administrators
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Passwords

7 POP3 [1 SMTP
« kastela3, kcoct21, « lworib4u,
dec3.141, baum2kid, frtaljkruha, ha66il33
abouki99, jasperD?9,
pil6tchou
[1 IMAP (1 ICQ

: :  1nfograf, sutivan, nelavodo,
P loKajetan, vivs@Toshi, OLI@;k12, tehsup, joeking,
jef, worib4 Ll G

EpEP
« aw3edcft6
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Passwords (http) - 2

d115872m
Hammerhead
mrakovnjacha
268j1d823
bravodb
ovidVM1
sebastian
2005

bazzy
637xre286
argxb@$$
ed4077a97

[]
[]
[]
[]
[]
[]
[]
[]
[]
[]
[]

[]

23 November 2005
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peggyl01
guest

fin maggie
frump
pingpass
anais

admin
cband
tigdyet
pincopallino
Mammoths

15




A4

DOE Site Assistance Visit

[1We’re from the government and here to help

[1Help with documentation required by new
government standards (NIST 800-xx)

[1Included penetration test

23 November 2005 CUC 2005 16
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Penetration Test - results

Win 2000 SP3 server
MS dropped support as of June 30
No warning of August vulnerability

LM hashes for local admin password

« Rainbow tables
« 64GB — 99.9% success at LM passwords

[1Defenders have to be perfect — attackers
only have to succeed once

23 November 2005 CUC 2005 17




A4

[1Prepare

e Policies

iBac"Sccurity Plan

 User awareness

[1Patch & protect

« Anti-virus & spyware
- Update when patches are available

[1Response and containment
[1Recovery — reinstall

23 November 2005 CUC 2005 18




‘J Train Users & Admins

on first response

Stop and report to your security team
Do NOT retaliate
Do NOT power off system

« unless immediate danger

[1Do preserve evidence

 backups, logs, traces, listings

23 November 2005 CUC 2005 19




Security at Work




L= 4

[1 Read email as plain text, not html

Email Security

[1 Never download executable attachments

« Best if your site quarantines attachments & spam

Do not click on links that are not clear

Do not run with administrative privileges

Never disclose your email password

What you say in email lives forever

Consider implications of userid reuse

23 November 2005 CUC 2005 il
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[1Central servers can log/expose information
« AIM, Gtalk, etc.
 Blackberry and other PIM; SMS?

Clients must be updated frequently

Instant Messaging

Often unsupported by IT infrastructure

Popular vector for spyware, viruses, other
malware

23 November 2005 CUC 2005 i




IM Worms

http://www.scmagazine.com/uk/news/article/528542/plague-mutant-worms-targets-im-systems/
Plague of mutant worms targets IM systems
William Eazel 18 Nov 2005 10:24

Instant Messaging (IM) systems are coming under sustained attack
from a record number of mutant worms, security watchers have
warned.

According to IMlogic Threat Center, the recent jump in worm
mutations poses the largest threat to corporate and consumer IM use
due to the difficulty in consistently maintaining up-to-date virus
protection on local and mobile systems. It notes that, as a leading
indicator for the number of mutations to expect, the Kelvir worm has
mutated 123 times during the last 11 months.

23 November 2005 CUC 2005 23



http://www.scmagazine.com/uk/news/article/528542/plague-mutant-worms-targets-im-systems/
http://ads.hnet.valueclick.net/redirect?host=hs0003534&t=std&b=200511220749587464&noscript=1&v=0;hcat=skNEDE;kadlocation=C,kadpos=501;;;;;kdiscID=,ksectorid=,ksectionid=1000;k=Plagueof mutant worms targets IM systems;;msizes=300x250,336x280;bso=random

~

[1Recovery

Backups

« From user error

« From hardware error

« From disaster

« From compromised machine
[1Used 1n legal proceedings

« Opposing attorneys

23 November 2005 CUC 2005 24
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A4

[1Digital Rights Management (DRM)

 Corporations vs. individuals
« 52 protected CDs on the market

Sony CDs

[1Asset Protection

« At the expense of the consumer

[1Removal tool fiasco

 Created yet another vulnerability

23 November 2005 CUC 2005 26




419 Scams

Dear Friend,

Greetings to you.

I wish to accost you with a request that would be of immense benefit to both
of us. Being an executor of wills, it is possible that we may be tempted to
make fortune out of our client's situations, when we cannot help it, or left
with no better option. The issue I am presenting to you is a case of my
client who willed a fortune to his next-of-kin. It was most unfortunate that
he and his next-of-kin died on the same day the 31st October 1999 in an
Egyptian airline 990 with other passengers on board. You can confirm this
from the website below which was published by BBC WORLD NEWS.

WEBSITE.
http://news.bbc.xx.xx/1/hi/world/americas/502503.stm. (altered URL)

I am now faced with confusion of who to pass the fortune to.

23 November 2005 CUC 2005 L
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n Email

_velete || Reply ~| Forward | spam [ move.. -

This message is not flagged. [ Flag Message - Mark as Unread | Printable Wiew
From: postrnaster@rrwrd. dztil us Eﬂﬁdd to Addresz Book B Add Maobile Alert

To: & ernailzerv@vahoo,com

Date: Mon, 21 Mow Z005 23:01:435 GMT

Subject: ﬁ Feqgistration_Confirmation

Boccount and Pas=word Information are attached!

Attachments Attachrnent scanning provided by: E?‘ltivirﬁ.s’

| & reg_pass.zip (S4k) Save to Computer - Save to Yahoo! Briefcase
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American Express Homepage - Mozilla Firefox

File Edit Miew Go Bookmarks ¥ahoo! Tools  Help

e
<}] 2 Lp,' M @ @ [ L ttp: i fhome, americanexpress, comfhiome,mk_personal_crm.shirl

’ Getting Skarted E.' Latest Headlines

YI /| 5

ANVIERICAN

AMERICAN EXPRESS

EXPRESS

PERSONAL CARDS | TRAVEL | FINANCIAL SERVICES

Firat-time user? Register here
u

1D

SMALL BUSINESS

| Cards- Check and Pay Bill

Search. Compare. Redeem. '

Look to shoplmex® for a selection
of over 2 milian brand name
products. Just zearch for the iterm
wou want, compare prices from
over 90 retailers, then redeem
Mermbership Rewnards® points, buy
with your Ametican Express® Card
ar use a combination of both.

Forgot I or Password?

(o] @

IMPORTANT UPDATES

a Support Hurricane
Katrina Relief

a Information for
Customers

Impacted by
Recent Hurricanes

4 Introducing Ameriprisg
Financial

REDEEM NOW

23 November 2005 CUC 2005
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Search web - @ - @ My Yahoo! = 52 Vahoo! + (= Mail - B8 Movies = 5 Travel ~ € Maps v (U Reference -

CORPORATIONS | MERCHANTS

¥

Five gift freedom with the

American Express® Gift Card.
Vuhether it's a great meal, an indulgent
purchase, o & little entertainment,
your loved ones can creste their

oy metnorakle experience .

4 Order Mowy

Eniay the kest of bath worlds — our
sworld-class travel services and low
weh fares.

4 Book Mo

My Life My Card

A'Woarld of Service




Protecting From Identity Theft

http://www.bradenton.com/mld/bradenton/13146939.htm
Look for the “s” in https://

Keep OS updated and use firewall

11If contacted by mail, email, phone about

your account(s), don’t respond. Call back
main office from your statement.

[1Use credit card with low limit online
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http://www.bradenton.com/mld/bradenton/13146939.htm
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Software Needing Regular Update

Windows (you knew that!)

MS Office

Anti-virus, Anti-spyware

Macromedia Flash

Realplayer, Quicktime MS Media Player
mp3 players

IM clients

23 November 2005 CUC 2005 31
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Dangers for Home Machines

Unsecured wireless network

Missing or misconfigured firewall

Poorly trained users who access dangerous
web sites using vulnerable web browsers

Software poorly maintained

Virus & spyware protection not updated

Kids & teenagers

23 November 2005 CUC 2005 B




Security for Kids
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We make trust decisions all the time

Trust SR

We make mistakes all the time

We (hopefully) learn from those mistakes

We want people to trust us

Trust and Computers

« They get 1n the way of knowing someone

» They allow us to know someone more deeply

23 November 2005 CUC 2005 34
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[J Agreements on how to behave — civilized

[] “Virtual” world 1s different than “real”
 email/chatting — what you type lives

Manners

forever and 1s spread beyond your control
« no way to hide if you upset someone —
everything you do leaves traces you can’t erase

« it’s all virtual — virtually anything can be faked —
especially the things you want to believe

« stupid / smart — both get amplified

23 November 2005 CUC 2005 35




"On the Internet, nobody knows you're a dog.”
Cartoon by Peter Steiner. The New Yorker, July 5, 1993 issue (Vol.69 (LXIX) no. 20) page 61
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http://www.epatric.com/funstuff/dog/

Risks

[1We’re very poor at understanding risks
« Tend to believe familiar = safe

 Risk judgment based on hype

[1The Internet has many risks!
« for you and your family
« for your computer

[1There are dangerous people on the X
d&S g

Internet — very dangerous people =

23 November 2005 CUC 2005 37/
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Risks for You (\gy’};@
N7

[1 Don’t share personal information

Real name, home address, phone, age, birth date,
photos, family information, parents’ income, etc., etc.

[1 Choose friends wisely — consult trusted adult

23 November 2005 CUC 2005 38

OK to say “no” to ecards, “funny” downloads
Your “friend” may be someone else

No physical distance from other people — OK to 1gnore
or block people who make you uncomfortable

Use spam filters; don’t open email from people you
don’t personally know

: v —
g R
) I._'
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Risks for Your Family

[1Using a family computer

« Keylogger that records userid/passwords for
bank accounts, parents’ work email, etc.

 Credit card, tax, and financial records; personal
& 1dentity information SN
« Remote access to microphone Qlﬂ‘j)
- G
[1Using your computer =
« Bypass home firewall protections
« Responsible for (possibly) illegal activities

23 November 2005 CUC 2005 39
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Risks for Your Computer s q

[Jkeylogger — capture userid/ passwords —
then pretend to be you

[1bot — remotely controlled to spread viruses,
spam

“warez” — store pornography, illegal files

erasing/changing files (homework, pictures)

copyrighted material / infected files

23 November 2005 CUC 2005 40
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NEEON

The Charnisma of Zen Neeon

CTERECLEL

Infected!!
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‘J Why do I Get So Much

Spam?

What you see in the email

Learn moare by visiting www.tips-it.com.

23 November 2005 CUC 2005 42




‘J Why do I Get So Much

Spam?

What you see in the email

Learn moare by visiting www.tips-it.com.

Learn more by wisiting www.tips—1t.com

<http:f/electers—gannounce. com gnd AALeFwiIFuEEfemail id=TNNO20705>

Where you really go when you click

23 November 2005 CUC 2005 43




For more information...

> N

http://www.microsoft.com/athome/security/children/kidpred.mspx
http://www.microsoft.com/athome/security/children/kidtips13-17.mspx

http://www.microsoft.com/athome/security/children/kidtips9-12.mspx
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Questions?

http://www.antsight.com/zsl/rainbowcrack/demo rainbowcrack cfg5.wmv

2

A
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