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15 minutes for...

1. How secure is my data + is BS7799 a right thing for my

company?

2. What can this standard do for me and my firm?

3. Key success factors for a BS7799 project

4. Unrealistic expectations of BS7799 clients

5. How much will it cost and how long will it take to get a
BS77997?

6. Q&A
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How secure is my data ?

= every company has “some” data security
system

= assessment needed

= standard provides completeness
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Is BS7799 a right thing for my company?

= BS 7799-2:2002 Specification for Nk A

Information Security Management “:.

= independent of technology or the type
of business

= for any company that needs to protect
their propriatery information

= 127 controls for data integrity,
confidentiality and availability

= a firm can do the normization process
on their own/through a consulting
security partner
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What can this standard do for me and my firm?

= builds on a current a security system
according to BS7799 international standard
— security!

= has every control, policy or procedure
documented and all roles assigned and
monitored — allocation of responsibility!

= protects from attacks form outside as well
as from errors from within — deals with
internal threats!

= provides logs and records for security
analysis — knowledge database!

= marketing effect towards general public —
security awareness!
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Key success factors for a BS7799 project

= which data needs protecting?

= board must fully support the project in front of the
employees

= allowing for a quality insight into business processes

= certification is not the end
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Unrealistic expectations of BS7799 clients

= this project will not make your data 100% safe
= BS7799 is not IT project, but a business decision of the board
= employees are the key — board support

= BS7799 is not a project, but a process
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How much will it cost and how long will it take to
get a BS7799?

= consulting work

= costs to buy/replace the controls which are
not appropriate

= audit and certification costs

= time depends on the data you wish to
protect

= number of locations, users

= business processes-related

= how long can you stand not to have that
data when you need it?
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Finally...

THE FIRST CROATIAN
COMPANY WITH INFORMATION SECURITY
MANAGEMENT SYSTEM CERTIFIED BY DNV

= BS7799-2:2002 =
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Q&A




