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Implementation of open-source PKI solution

CARNet

CARNetPKI
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B 2. PKI solution in CARNet
B 3. Future development
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CARNet

Implementation of open-source PKI solution

1. PKIl in 60 sec

B Public key infrastructure (X.509: RFC 2459 & updated
RFC 3280),

® strong hierarchical organization,

B Term used to describe:
policies, standards, software requirements...
regulation of public & private pairs of keys

B System of digital certificates, Certification Authority
(CA) & Registration Authority (RA)

B off-course: use of cryptography!
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CARNet

Implementation of open-source PKI solution

Uses of PKI:

B SSL, IPsec, HTTPS — communication & transaction
B S/MIME & PGP — email security
B SET - value exchange
B Benefits:
Reduces transactional processing expenses,
Reduces the complexity of security systems,
* Notarization (contracts, emails...)
* In software distribution (signing applications...)
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Implementation of open-source PKI solution
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Parts of PKI infrastructure:

s End entity B Node for management (database)

HAERE B CA (Certification Authority)

s management bt wers B RA (Registration Authority)

o e B Repository (LDAP)

B Public part for users of PKI (CSR,

certificate signing request)

) o " B SCEP (from ver. 0.9.2-RC-6)
Publish certificate
Y

Publish certificate
Publish CRL

PKT Entities

Management
transactions
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2. PKIl in solution in
CARNet

Implementation of open-source PKI solution

CARNetPKI
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CARNet

Implementation of open-source PKI solution

Why implement PKI in CARNet?

B Goals:
Improvement in secure communications
Replacements of students ID cards (X-ica)

Unique and simplified method of student identification
(for authentication and authorization...)

B Implementation of “Open Source PKI solution”:
OpenCA (why?)

- Totally free (open-source),
+ Customization for CARNet needs,
+ but still in development phase...
* based on X.509
H Integration with smart card for better security
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Implementation of open-source PKI solution

Topology of CARNet PKI

CARNet

B PKI elements:
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Implementation of open-source PKI solution

CARNet

WI:nat user recives from CARNet
PKI?

Private key,

Public key,

Certificate,

Smart card (iICAR),

Reader for smart card,

Tools for management of smart card.
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Contents of smart card

Program za upravljanje tokenom.

Digitalni ID-ovi

Token

Parmo

| Ime citaca ili tokena

| Stanje tokena |_

- l{aDamir Regvart

aperativan

€ PKCS #11 objekti

Informacija o tokenu:

Javna memorija
Privatna memoarija

Palie Vrijednost |
Ozrnaka tokena Damir Regwart

Serij=ki brojtokensa 2325003701901509

DovrEavanie nizova ne

FIM =stanje Ll redu

PUK. stanje U redu

Cuiljina PIM-a Maksimalno & znakowvaminimalno 4 znakova

Ukupno 4608 byteovarSlobodno 1372 byteovalZauzeto 3236 byteova
Ukupnao 512 byteovarsslobodno 512 byteovasZauzeto O byteova

Sadrza) tokena

Chjekti:
! “reta | Oznaka _Privatni |_|
Cer‘tifikat Damir Regwart CARNMet PRI D ne
=] certifikat CARMet PHI ne
=l certifikat Feggie CARRMNet PKIID ne
ﬂF‘rivatni kljiuc Damir Regvart CARNet P ID da
ﬂPrivatni kljuc: Reggie CARMet PKIID da
Trajanje ucitavanja:
i1_f?_5;la1::ll ] Izhrizi ohjekt Prikazi sve okjekte

Latvori
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CARNet

Certificate

| General | Details | Certification Path

Certification path

CARMet PEI
BN | Damir Regvart's CARMet PEL ID

Certificate status:

View Certificate

This certificate is Ok,

Implementation of open-source PKI solution

Certificate
_Genarél_ Details [-:ertﬁcath:n Path |
o G

Field Yalue o

| | [E]valid from 20, studeni 2003 10:58:22

| Blvaid to 19, studeni 2004 10:58:22

= Subject 1, Damir Regvart, Employees, ...
 [Elrublic key RSA (1024 Bits)

| IT¥]Basic Constraints Subject Type=End Entity, Pat...

. @Hetscapc Cert Type 551 Client Authentication, SMI, ..

i Tyl key Usage Digital Signature, MNon-Repudia..

E¥lEnhanced Key Usage Client Authentication (1.3.6.1....

.,

Serial Number = |
M = Damir Regvart
Ol = Employvees

0 = CARMNet

_ =HR

[ Edit Properties, .. ] [ Copy to File, .. ]

-
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Implementation of open-source PKI solution

What could user do with CARNet
PKI?

B Testers of CARNet PKI are CARNet workers :-)
B PKIlin CARNet is in test phase...
B What can users do:

+ Signing e-mails (S/MIME),
+ Signing documents,
Logon to Windows domain,

 Logon to secure WebPages (https) & internal CARNet
aplications,

+ Logon to VPN concentrator (usin PKI to establish VPN
connection),

+ Logon to computer (Linux enabled)

HRVATSKA AKADEMSKAL ISTRAZIVAC KA MREZA - CARNet 12/14



Implementation of open-source PKI solution

3. Future development of CARNet
PKI

CARNet

® Finale goal:
Replacement of students ID cards with smart cards,

Unique and simplified method of identification for
authentication and authorization

Personal e-ID (in 5 years)
B Future CARNet PKI projects:
- Digitally sign every server in CARNet network,

+ PKI pilot implementation project in selected Campus...
 Working on AAI project for CARNet network
 Working in OpenCA project
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Implementation of open-source PKI solution

CARNetPKI
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For more information go to:

B Carnet PKI web page:

B OpenCA project:

B MU.S.CL.E:

B Public-Key Infrastructure (X.509) (pkix) charter:

Q&A..
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