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Motivation

* We have built an BICCHSSE——— f"'::::iift:f;.
Prescriptions system, in which prescri
transferred as digitally signed X.5
certificates

e The system must be
pharmacists who can ¢
prescriptions
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:%3 Introduction to Abstract Syntax
“n%°  Notation One (ASN.1) (1)

Designed to describe the structure and syntax of
information content

Provides for the definition of the abstract
clement (or data type) 7z

The language is based firmly o
e.g.AllowedAccess ::= BOC
runtime, and the v
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%"‘ Abstract Syntax Notation One
(ASN.1) (2)

 Standard encoding rules

— Basic Encoding Rules (BER)
— Distinguished Encoding Rules (DER 7
— Packed Encoding Rules (PER
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Introduction to eXtensible
Markup Language (XML) (1)

Set of rules that allows data values to be encode
in text format >

Subset of the Standard Generalized !
Language (SGML), but is also infin

Contains the information fo1
consists of markup and ch

Constraints can be 1
structure with the p
Definitions

Major back
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%gﬂ Introduction to eXtensible
wo°  Markup Language (XML

- E.g. <!ELEMENT allowedAccess (#PCDAT
<allowedAccess>TRUE</allowe

« XML 1s very verbose, and consequer
Streams ,

« XML 1s transferred in textua

encodings or co mpress
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Testing Technology Used

* Java - IBM JDK (Suganuma et al, “Overvi
Java Just-in-Time Compiler”, See

http://www.research.ibm.com/journz
ml)

« Hardware - CPU: P3 650 i
» Operating System - Rec IF
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2%3 Technology Used - Attribute
Pl Certificates |

» The DOH has issued a number of DTD’s describi
expected structure of all electronic prescri ions

qlpgﬁ

z NO deﬁniti()n fOI' an attribute C ertlﬁ cat .
equally no definition of the DOH prescr
ASN.1 |

 We generated these struc ure: Z
ASN.1 and XML
definitions for public k

« Used DER e

encoded ASN.
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B Testing Application
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* System Operation with no security

— attribute certificate is created by the client and the
using standard sockets

— The recipient parses it into a data structure
elements
« Secure System Operation

— attribute certificate 1s create
to the server using stan

— The recipient firstl
data structure
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. Performance Measurements

Lpo%®
* Performance measurements made on a sing.

* Following measurements taken:
— CPU ticks for attribute certificate




S1ze Comparison (bytes)

ASN. \DOMXML (Zipped XMLIASN.
Unsigned {Unsigned |Unsigned  |Si
SmpkAtbue | 25 ®w 70

Sem-Complex I

Complex Attribute

Conclusion: X




Theoretical Transmission Times
over a 64kbps / 256 kbps link (m

ASN.1  |DOM XML

Simple Attribute

Semi-Complex




Sender Encoding Times of
Unsigned Data (ms)

ASN.

SIHIC)]e Attribute

Semi-Complex

Concl .




Recipient Decoding Times of
Unsigned Data (ms)

ASN.1

Simple Attribute

Semi-Complex
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.. Sender Signing and Encoding

Ly |

7 Times (ms)

Simple Attribute

Semi-Complex




Recipient Signature Validation
and Decoding Times (ms)

ASN.1 DOM XML

Simple Attribute 5.92

Semi-Complex
Complex Attribute

Conclusi



complexities

* The system time required by
was more than the system fti




Conclusions






