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Abstract

The paper describes the solutions to the authentication, authorisation and
accounting (AAA) problems in a distributed multimedia content delivery
system. It summarises the effects of works, which have been conducted in
PSNC for over a year now to develop an efficient and reliable multimedia
distribution middleware platform. The paper focuses on the part of the
system’s functionality which limits access to the digital content only to the
authenticated and authorised users, and presents a distributed accounting
system.

Conference subject area: ACCESS - Authentication, Authorisation, and
Accounting (AAA), mobility, last mile, resources discovery, firewalls and
wireless networking, digital rights management, copyright and accessibility

Introduction

The ubiquity of the digitalisation of the multimedia content has provided the means for easy but,
unfortunately, frequently uncontrolled content distribution. The streaming technologies seem to be a
solution to the problem of illegal copying, so that wide deployment of services such as interactive TV
or video on-demand is possible. However, without dedicated procedures of authentication and
authorisation the content is vulnerable to illegal access.

The Content Delivery Systems (also known as Content Delivery Networks - CDNs) provide secure and
scalable transportation of multimedia streaming content from the providers to the end-users. In order
to assure high reliability and capacity to serve many users, CDNs are based on dedicated,
homogeneous nodes distributed over the network, which makes the content closer to the user. Each
node can perform splitting and caching functions for live and on-demand content delivery. Available
CDN solutions focus on efficient content delivery rather than provision of unified access to the
multimedia resources for the users as well as AAA procedures. Therefore, there is a need to provide
an open, scalable and reliable solution that is able to support end-to-end multimedia delivery with a
unified user access rights management, and deploy distributed AAA procedures.

The system, developed in PSNC benefits from the CDNs architecture defining distributed nodes that
are able to split and cache multimedia content. According to grid concepts, it provides an advanced
middleware layer that is responsible for content management and distribution, and allows integration
of many vendor specific streaming media platforms. System components and actors are shown in
Picture 1. Access portals are responsible for content presentation and users management. The
middleware services, implemented in system nodes, in co-operation with access portals, are
responsible for AAA procedures. The management portal allows many content providers to feed the
system with content by building their own multimedia content catalogue and enables content
distribution policy management. Every content provider has to register his own content sources in the
system in order to point at where the content originates from.
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Picture 1 - System components & actors

The innovation of the applied architecture focuses on transparent access to different multimedia
resources via access portals as well as providing unified AAA procedures. Such an approach supports
the content originating from many sources owned by various providers. The content can be published
in the multiple access/end-users’ portals and finally delivered to its clients with maxium multimedia
experience to the end-user.

The proposed distributed system architecture along with a specific application of the system define
several important requirements. The system must, by all possible means, ensure that access to the
content will be restricted only to the authorised users. Moreover, any access limitations and
procedures implemented in the system should not contradict the possibility of the system usage as a
basis for the public and commercial content delivery service. The authentication, authorisation and
accounting procedures have to take into account the distributed system architecture and the
copyrights preservation but also have to support multiple business models that could be implemented
by the content providers or access portals. Another very important issue is to make access to the
content as transparent as possible, which must also be independent of the internal system
organisation and the implemented procedures. It is similar to the grid approach in the area of providing
unified computing resources access.

The proposed solutions to the problems and requirements concerning AAA are described in details
further in this paper.

AAA in distributed multimedia content delivery system

According to the model of the services, which are provided by the system developed in PSNC, four
main types of elements have been distinguished:

- content source — providing both on-demand and live multimedia streams from a particular
content provider site



- system nodes - forming the core of the distribution system responsible for splitting and
caching of multimedia content

- management portal — providing access to nodes and sources configuration as well as content
management functionality for content providers

- users/access portals — providing access to the content available in the system along with the
metadata describing it

With respect to the system capabilities, including the definition of different policies of content
distribution by each of the content providers and multiple access policies in the users’ portals, it seems
to be more reasonable to locate components responsible for AAA closer to the end-users. This makes
them independent of any specific internal solutions and protocols. Therefore, all information required
for authentication and authorisation of the end-users is stored in local databases of access portals. In
a similar way all statistics on content usage are continuously gathered and stored in the portal where
the user is registered. However, another accounting policy may be implemented in which the access
portal requests accounting information from the system nodes. Accounting information may be used
later as a basis for billing according to a suitable business model.

Implementation (of the AAA procedures)

The AAA procedures in the system are performed among the end-user, system nodes and the
appropriate users’ portal. The implementation of the AAA procedures in the distributed multimedia
content delivery system requires that each of the mentioned elements should have specialised
interfaces to provide the appropriate functionality.

The authentication and authorization as well as accounting procedures involve the same system
components. The authentication and authorisation in the system node is performed separately from
user authentication and authorization in the access portal and prior to serving user’s content request.
This ensures that every content request, which is directed to the streaming server, must be authorised,
which prevents any illegal content access. Accounting procedures are performed by means of
specialised streaming server plugins that are capable of communicating with a node manager
component. Every event that occurs due to the user activity is stored in the system node database and
is passed to the access portal for further processing.

Procedures, which perform authentication and authorisation of the user in the corresponding users’
portal, are invoked when the user content request is submitted to the access portal. The request
initiates content localization in the system in order to determine the node that can provide the best
quality of service. When content is requested, the access portal calls one of the node managers (this
component is a part of each system node) in order to prepare a list of content localizations. The node
manager asks other node managers to check the content availability in their nodes and to estimate
network parameters in order to find optimized, that is for the best user experience and quality of
service, content localizations. After this procedure the list of selected content localizations is returned
to the user. The content localization procedure has been presented in Picture 2.
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Picture 2 - Content localization procedure (only three system nodes are depicted)

At the next stage, the user is directed to the streaming server in the best node. According to the
approach taken in the design phase, the streaming server tries to authenticate and authorise the user
request in the users’ portal, because no user information is duplicated in the system node. To
complete the procedure the streaming server must know the user login and password and the
resource identifier, and has to identify the portal in which the authorisation can be performed. The
latter two identifiers are passed along with the content request, while the former ones are provided by
the user in the streaming player after successful content localization in the system. This prevents from
passing complete information identifying the user and the portal where the user is registered in one
message.

When the user requests the content from the streaming server, the server issues the authorisation
request to the user. After completing the user/password form, user credentials are sent to the
streaming server that tries to authenticate the user (see Picture 3). In order to do that, it calls the node
manager that is responsible for passing the authentication request to an appropriate user's access
portal. The access portal checks if the user's login and password are correct and validates user’s
access rights to the requested content. The result of this operation is returned to the streaming server.
Passing the whole procedure successfully results in presenting the requested streaming content to the
user.
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Picture 3 - User authentication and authorisation

The procedure of gathering the accounting information starts when authentication and authorisation
ends. Depending on the streaming server functionality in the system node, which regards tracing user
events, a specialised component localized in the node stores statistics of the content usage locally.
This data can be duplicated to the appropriate user’s portal every time the event (PLAY, PAUSE,
STORP, ...) occurs. It can also be gathered in the batch mode on the request from the users’ portal, for
instance to generate billing information for the users. Considering the first situation (see Picture 4) the
complete information about the user activity in the nodes is consistent with the information in the
user’s portal. In the second situation, however, the portal must send a request to every node, which
has potentially gathered the required statistics and collect the fragments corresponding to the user.
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Picture 4 - Accounting process



It is worth mentioning that every system component, prior to serving any internal request, performs
authentication of the caller in order to provide services only for other system components.

Applied technologies

The modular organisation of the system provides maximum flexibility of the implemented solutions that
enables easy modification and scaling. While the system components implementation is based on the
Java and .NET technologies with JDBC database access, the SOAP protocol and WebServices
technology is responsible for communication among all the system components.

The users’ and management portals are both based on the Java Servlet and DHTML technologies.
The system uses Microsoft Windows Media as the streaming platform, and as a result, the server
plugins responsible for AAA are implemented as the COM components. But it is planned to support
streaming media platforms provided by other vendors, which requires implementing specialised
management interfaces that were developed by using vendor-specific SDKs.

Conclusions

The design of the described system benefits from the works in the area of grids and development of
the applications for the Polish Optical Internet built within the confines of the PIONIER programme [1].
Therefore, the architecture of the distributed multimedia content delivery system has been designed to
correspond with the organisation of the grid defined as a stack of fabric, connectivity, resource and
application layers [2]. The system, similarly, has well defined elements like content sources located at
content providers, distributed delivery system which is transparent for the end-users and based on the
multicast-enabled IP network, and finally access portals presenting the content published in the
system to the users.

Such system architecture requires that the AAA procedures should be independent of the particular
implementation of the system structure and possible usage of different business models. Therefore,
the whole responsibility for the authentication and authorisation decisions as well as the collection of
the accounting information is held in the users’ portals. Thanks to this approach there has been no
need so far to bother about users data exchange and synchronisation among different portals and
system nodes.

The system is still under development and its pilot version is used in the ATRIUM (IST-1999-20675)
[3] project workpackage 5. The aim of this workpackage is to perform ATRIUM testbed
experimentation and demonstration providing network-demanding applications. The test results will
stimulate further works and verify the design decisions for the presented system.

In the area of AAA it is anticipated that the future works on the system will provide a solution to the
problem of authentication and authorisation with respect to the end-user geographical location. Future
works will also focus on the increasing of the internal system security in communication among
WebServices components by the implementation of the HTTPS protocol for SOAP messages.
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