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ABSTRACT

This papempresentanarchitectue whichinvestigateghe
consisteng of AS policiesin thewholelnternd RoutingReg-
istry (IRR) datatasedn theworld. We alsoproposea system
to prevent theincreaseof incorsisteng. Sinceinconsisteng
hampes connetivity betweenthe ASes,the consisteng of
IRR databasesre crucial for stableoperatian of the Inter-
net. Throughinvestigaions, we have obsened that signifi-
cantportion of AS policiesareeitherincormrectly specifiedor
outdated Basedon this obsenation, we proposeandimple-
menta systemthatdetectgheseincorsistencieandnotifies
the operaorsto correct them. Finally, we evaluatethis sys-
tem.

1 Intr oduction

BorderGatavay Protacol (BGP)is crudal to the overall
reliability of theInterret[1], [2], but faultsin BGPhave been
known to disruptlarge regionsof the Interret.

Forexamge, in April 1997, AS7007 accidemally annainced

routesto mostof the Interng anddisruptedthe conrectiity
for over two hous [3]. In April 2001, AS3561propagated
morethan5000improper routeannouncementgrom one of
its downstreamcustomes, againled the global conrectivity
problems[4]-[6].

To alleviatethis prablem,InterretRoutingRegistry (IRR)
is expectedasa tool which increase®fficiency of opeation
on BGPnetwork. IRR holdspolicieswrittenin RoutingPol-
icy SpecificatiorLanguae (RPSL)[7] thatareregisterecby
operates of AS. Thesepoliciesconsistof informationsuch
asthe AS numters,themaintaner of the AS, andtherouting
policies.

However, opertorsgeneally view the IRR asanobscue
and difficult systemrathe than an useful tool for network
operatims. This understandingorevents the widespeaduse
of thelRR.

Oneof thereason of this skepticismascribego incon-
sisteny of IRR database.Routerconfiguationsgererated
from IRR databaseanna be trustedbecauseéhey may con-
taininconsistenciesrhich make thecomrmunicationbetween
the ASesimpaossible.

In this researchyve have investigatedhe consisteng of
AS policies in the whole IRR databases’55 IRR seners
in the world suchas RIPE, RADB and IRRs mirrored by
RADB. As aresultof investigation,we have obtaineda key

finding thatthe significantportion of the AS policiesareei-
therincomectly specifiedor outdaed. Basedon this result,
we propcse a chang to the network operdions that would
eliminatemostof the inconsisteng we obseved. Our pro-
posal aims at stableand less laborintensive Interdomain
routingwith the IRR.

2 IRR

IRR is the global Interret resouce databasehat stores
routingpolicy suchasthe AS nunberandtheprefixinforma-
tion. IRR consistof severalobjects(RouteObject,Aut-num
Object,MaintainerObject,etc.). Policy registera in IRR is
written in Routing Policy SpecificationLanguage (RPSL).
RPSLis designedo describethe specificrouting informa-
tion by import andexport sentenceg Aut-num object. Op-
eratorscangeneratehe verdor specificroutercorfiguration
from the policy data[8].

However, in current IRR operdion, IRR containsthe in-
consisteng in its datatase.IRR databasés built up by each
maintainerof ASesregisterirg policy abou theirown AS. If
we accumulatepoliciesto IRR databaseén this way, it will
containmary incorsistenciesAs aresult,whenwe geneate
the router configumtionsfrom this databasethe conrectiv-
ity betweenpeerirg ASeswill belost. Otherwise,the link
selectionwhich operdor doesnt intendwill occut

3 Classificationof the inconsistency

In this section,we discussabou the classificationof in-
consistencieshat would prevent the conrectiity between
peeringASes.Inconsistenciesirerouchly classifiednto the
following two types:

e incorsisteny in routing informationimport
e incorsisteng in routing information export

In thefollowing subsectios, we explain eachtype of in-
consistenciesThenwe elaboateclassifiedncorsistencies.

3.1 Inconsistencyin routing information
import
If anAS expectsto establishthe connectvity with some

ASesandcorfiguresto import their routing information,and
if the peerirg AS doesnit export their routing informationto
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Figure2: Policy registeredby AS 1

the AS, the AS cant getthe conrectivity to thoseASes.We
explain this caseof probdem asthe Incorsistencyin routing
informationimportin thefollowing example.

As shavn in Figurel, AS 1 and2 areunder cortractthat
AS 2 providesthetransitto thetraffic from AS 1to 5, 4 and
3. Accordng to this cortract,theopeatorof AS 1 registered
the policy shavn in Figure 2 which is configuled to import
therouteof AS 2, 3,4 and5 from AS 2. Otherwisethe policy
registeredby the opeator of AS 2 is shavn in Figure 3 and
in the policy, routeof AS 5 is missingby accider.

Router corfiguratiors geneated from thesepolicies by
RtConfigareshowvn in Figure4 and5. If the opeatorscom-
mit theseconfiguationsto their routersasthey are,routerof
AS 1 couldh’t receive theroute of AS 5 sothatAS 1 couldh’t
establishconrectiity with AS 5.

3.2 Inconsistencyin routing information
export

If the peeing AS configuesto export the expectedrout-
ing information, andif the AS doesnt import their routing

4 N

aut - num AS 2
as- nane: Sai Net

to AS 1
announce AS 2, AS 3, AS 4

export:

Figure3: Policy registeredby AS 2

8 N
i nport proto bgp as AS 2 {

192. 168. 2. 0 maskl en 24 exact;
//route information of AS 2/
192. 168. 3. 0 nmaskl en 24 exact;
//route information of AS 3/
192. 168. 4. 0 maskl en 24 exact;
//route information of AS 4/
192.168. 5.0 maskl en 24 exact;
//route information of AS 5/
all restrict;

Figured: Configuationonarouterin AS 1

4 N

proto bgp aspath .* origin any {
192.168. 2. 0 maskl en 24 exact;
//route information of AS 2/
192.168. 3. 0 maskl en 24 exact;
//route information of AS 3/
192. 168. 4. 0 maskl en 24 exact;
//route information of AS 4/
all restrict;

Figure5: Configuationonarouterin AS 2

information from the peeringAS, the AS cant establistthe
connectvity with thoseASes. In the following example we
describethis caseof problemasthe Inconsistencyin routing
informationexport

AS 1 and2registeredthepoliciesshovnin Figure7 and8.
In this case AS 2, thetransitprovider registerel the proper
policy accoding to the contract. However, in the policy of
AS 1, sentenceo import theroute of AS 1 is missingby ac-
cident. Therouter configurationsgeneatedfrom thesepoli-
ciesareshovnin Figure9 and10. As aresult,AS 1 couldrit
establishthe conrectiity with AS 5.

Basedontheseprenises,we classifiedhesenconsisten-
ciesin more detail Tablel.

4 Methodology

In thisresearchwe aimto establista mechaimsmto con-
ducttheexactinspectiom ontheglobalscalewith apprriate

AS 3

AS 4
Figure6: Inconsisteng in routing information export
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Tablel: Classificatiorf inconsistencis

Inconsistenciedn routing
informationimport

peemg AS-SETdoesnt exist on IRR database

peemg AS doesnt exist on IRR database

peeing AS doesnt export ary routesto the AS

peeing AS doesnt export routewhichthe AS imports

Inconsistenciedn routing
informationexport

peemg AS-SETdoesnt exist on IRR database

peemg AS doesnt exist on IRR database

peeing AS doesnt import ary routesfrom the AS

peeing AS doesnt import routewhichthe AS exports

aut-num AS 1
as- nane: Et oNet

import: fromAS 2
accept AS 2, AS 3, AS 4

Figure7: Policy registeredby AS 1

aut - num AS 2
as- nane: Sai Net

export: to AS 1
announce AS 2, AS 3, AS 4, AS 5

Figure8: Policy registeredby AS 2

efficiency. We definedthe following methalology.

At first, we proposeandimplemert a systemto investi-
gatetheconsisteng of AS policiesin thewholelRR databases
in theworld. Secongdwe propseandimplemern a systento
prevent increasingsuchinconsisteng. Third, we analyzethe
resultsof theinvestigdion andperformqualitative evaluation
of theimplementéon.

4.1 Aggregationof IRR databases

We decided to collectand aggregateall policiesof IRR
databasén theworld becausef thefollowing reason.
When an organizationgained AS numker from the Re-

" N
i nport proto bgp as AS2 {

192. 168. 2. 0 maskl en 24 exact;
//route information of AS 2/
192.168. 3. 0 maskl en 24 exact;
//route information of AS 3/
192.168. 4. 0 maskl en 24 exact;
//route information of AS 4/
all restrict;
}
N J

Figure9: Configuationonarouterin AS 1

proto bgp aspath .* origin any {
192.168. 2. 0 maskl en 24 exact;
//route information of AS 2/
192.168. 3. 0 maskl en 24 exact;
//route information of AS 3/
192. 168. 4. 0 maskl en 24 exact;
//route information of AS 4/
192.168. 5.0 maskl en 24 exact;
//route information of AS 5/
all restrict;

Figure10: Configuationonarouterin AS 2

gional Intemet Registry (RIR), eachorganizationneedsto
registertheir policy to the IRR databaseHowever, the IRR
seneris managdby thearbitray organizatiorsin theworld.
Therefae, the policies of eachASesaredistributedto each
of the IRRs. To inspectthe consisteng of AS policies,we
have to collectandstorethemin oneplace. The datataseis
openedto the puldic by FTPR so that we decidedto collect
the 52 IRR database@cluding RIPE, RADB and APNIC.
In this paper we call the collecteddatabaseasUnified IRR
Database

4.2 DatabaseSynchronization

Wedefinedthecycle of updatingtheUnifiedIRR Database
asonceaday

The Unified IRR databasés requred to be up-to-date.
Meanwhile,IRR Database&eeptheir consisteng by mir-
roring eachotheroncea day in curren style of operdion.
Namely it takes a day at the maximun for the latesten-
triesof theonelRR databaséo bemirroredby theotherlRR
databases.

Basedonthis standpoih we assuméhatthedaily update
of the Unified Databasés apgopriate.

5 Proposedsystemand implementation

To investigde and prevent theseinconsistencie®f the
IRR databaes,we proposePolicy Chedk Serverwhich con-
sistsof threemaincommnentsasfollows.

e To inspectthe corsisteny betweenASes,we needall



policiesof whole IRR databases theworld. There-
fore, we construt¢ a comnon databasealled Unified
IRR Databasewhich includes all policiesby DBGen-
erator.

e DatabaseCheder inspectshow mary inconsistencies
exist on Unified IRR database.

e Policy Cheder inspectsvhetherthe policy which the
opeator of AS is aboutto registeris consistentwith
the policiesof peerirg ASes. Thenwe make clearthe
necessityof inspectingthe consistenyg of the policies.

5.1 DBGenerator

DBGeneratoextractstheimportsentenceandtheexport
sentencefrom the collectedpoliciesandcreatesAS objects
which hold eachvaluein AS’s policy. Then DBGenerator
injectsthe AS objectsinto the databaewhichis constructed
by PostgreSQldatabae.

5.2 DatabaseChecker

Databas&€heclerinspectshow mary inconsistenciesx-
ist on IRR databaseTherdore, we make clearthe necessity
of Policy CheckSener which assureshepolicy is consistent
with other policies. DatabaseChecler inspectsthe whole
policiesin IRR datataseaccordng to thealgorithmshavnin
Figurell.

Thealgorithmconsistsof threephases.

1. Databas&hecler specifieghe peeringAS by theim-
portor export sentenceandhold thepeerAS asanAS
object. If information abou the peeing AS doesnt
exist on IRR databaseDatabaseChecler flagsthein-
formationasaninconsisteny.

2. DatabaseChecler comparesthe import sentence®f
input AS andthe export sentencesf the peeringAS.
If the peerirg AS doesnt have export sentencavhich
specifiesnput AS asapeerlikethis:

e export: to input AS acceptAS 3 ...

Databas€heclercollectstheinformationasanincon-
sisteny. Otherwise Databas€heclerchecksvhethe
the peeringAS exports the route prefix which the AS
intendsto import from. If it doesnt, Databas€hecler
collectsthe information as an inconsisteng. In the
next phasePatabas€heclercomparesheexport sen-
tencesof input AS and the expoart sentence®f the
peerirg AS.

3. DatabaseChecler outpus the collectedincorsisten-
ciesto thelog file.

4 N

[ specify peering AS ]
extract import, export sentences from input AS object ;
if (the peering AS (or AS-SET) exists on database) {
create "Autnum" object as a peering AS ;
}else {
warn as an inconsistency ;
}
[ inspection of import sentence ]
for (number of import sentence, repeat following processes) {
for (number of export sentence, repeate following processes) {
if (the export sentence specify input AS as a peer) {
if (the sentence doesn’t export required routes) {

warn as an inconsistency ;

}
}else {
warn as an inconsistency ;
}
}
}
[ inspection of export sentence ]
for (number of export sentence, repeat following processes) {
for (number of import sentence, repeate following processes) {
if (the import sentence specify input AS as a peer) {
if (the sentence doesn’t import required routes) {
warn as an inconsistency ;
}else {

warn as an inconsistency ;

Figurel11: Algorithm of inspectiam
5.3 Policy Checker

Policy Checler givesthe opeator an oppatunity to in-
spectthepolicy whichheintendsto registerto IRR databae.
Policy Checlerkeepsall of thelatestentriesof IRR databae.
Soit is suitablefor Policy Checlerto bemanagdinsidelRR
sener.

Theprocesss asfollows.

1. Thepolicy inputby the operato is transmittedo Pol-
icy Checler which is deployed as a Java Servleton
Apache(WWW sener) and Tomcd (Web application
sener).

2. Policy Checlercreatesan AS objectfrom input policy
andtransmitit to Databasehecler.

3. Then DatabaseChecler inspectsthe consisteng be-
tweeninput policy andpeerAS’s policy asdescribed
in section5.2.
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4. DatabaseChecler returnsthe collectedinformationof
theinconsisteng to Policy Checler.

5. Policy Checler geneatesHTML documentfrom the
resultof theinspectionanddisplaysit to theoperata’s
webbrowser

The processof inspectionis given with the web-based
interface.If ary inconsistenciearedetectedPolicy Checler
notifiesthe warning on the operato’s web browser Then
the operdor of the AS may correctthe correspondig entries
andregisterthe consistenpolicy. The basiccompsitionis
shavnin Figurel12.

5.4 ConsistencyChain

By correding theincorsistenciedbetweerpeeringASes,
it is possibleto exchangetherouteinformationbetweerASes
thatarenotdirectly peering Evertually it is alsopossibleto
improve theconsisteng of thewholeIRR databasediVe de-
scribethis mechaism asfollows.

For exampe, we usethe situationshavn in Figure13. In
this situation,therequrementis to give AS 1 a conrectiity
to AS 2 andAS 3. To comgete this requiranent,eachAS
hasto declareto import or export expectedroutes.

1. At initial state(Figure 13(a), AS 2 doesnt export the
route of AS 3 to AS 1. Furthernore, AS 3 doesnt
export therouteof AS 3 itself to AS 2. At this state,
routeof AS 3 is never transmittedo AS 1 sothatAS
1 can' establishithe conrectivity to AS 3.

2. At this state,if the opeatorsuse Policy Checler, it
tellsthemthat AS 2 doesnt export the expededroute
to AS 3. Sothattheopemtorof AS 2 would be ableto
correct thecorrespadingentry (Figure13(b)).

3. However at next state(Figure 13(c)), Policy Checler
tellstheoperato of AS 3 thatAS 3 doesnt export ary
routesto AS 2. Basedon this warning the operato of
AS 3 would beableto addentryproperly.

4. As aresult,the policiesof eachAS arecorrectedand
AS 1 would be ableto get the route of AS 3 (Fig-
ure13(d)).

(a) i nport export
AS 2
AS 3

(b) i nport X export
AS 2 «~— | AS2
AS 3 AS 3
(C) i nport O export X export
AS2 |«———| AS2 |+—"—
AS 3 AS 3 AS 3

(d) i
npor t export export
AS 2 4&» AS 2 4&
AS 3 AS 3 AS 3

Figure13: Consisteng chain

700

600 -

500 -

400 |

300 -

Number of Inconsistencies

200 -

100

0 5000 10000 15000 20000 25000 30000
AS Number

Figure14: Number of inconsistenciesf eachAS

Finally, connetivity betweenAS 1 and AS 3 is estab-
lished. Thus,by usingPolicy Checler, it is possibleto check
consisteng betweenASesthatarenot directly peering

6 Analysisof inspectionresult

As aresultof theinvestigaion, we have found that55.8%
of AS hasat leastoneincorsisteny catgorized in Table 1
on IRR databasesMore detailedresultis shovnin Figure6.
Figure6 tells usthatthereis the deviation in the numter of
inconsistenciedy the AS numter. In otherwords, incon-
sisteny increasessthe nunberof AS becomedarger We
assumehatthe AS with a smallerAS numker tendsto have
mary peersso thatthe AS hasmary import or export sen-
tencesandmary inconsistencies.

We divided this resultinto two groupswhich have large
AS numterandsmallAS numbe. Theanalysisof theincon-



AST ~ AS4999 |

ASH000 ~ |
AS27000 ‘ ‘ | ‘ ‘ ‘ ‘

Oh  10%  20% 30% 40% 50% 60% 0% BO%  90% 100K

Peering AS doesn't exist on IRR database
BPecring AS daesn't export any rautes to the AS
BPeering AS daesn't import any routes to the AS
WPeering AS doesn't export route which the AS inpiorts

LIPeering AS doesh't IMpoFLFoUte Whish the AS €Xports

Figure15: Thespecificatiorof theincorsisteny

sisteng of the eachgroup is shovn in Figure15. Figure15
shavs thatthe group with small AS number hashigher rates
of PeeringASdoesnt exist on IRR datakasethanthe group
with large AS number.

In otherwords, AS especiallywith small AS numker is
requiral to checkwhetherthe peerexistsin thedatabaselr-
respectie of the AS numker, opeatorsneedto updae their
policiesfrequently.

Thedetailof theincorsisteng in all of import andexport
sentencesreshavn in Table2. In Table2, "Rate” column
shaws therateof eachincorsistenciesn all 194,80 import
andexportsentencedn Table2, PeerASdoesnt exportany
routesto the ASandPeer ASdoesnt importanyroutesto the
ASoccupy 20%of all theimport andexport sentences.

In otherwords, althowh the peerAS existsin the IRR
databasemostof themdon't specifythe AS aspeer RPSL
is designedo describethe routing configuration particularly
by import andexport sentencesOperates canincreaseheir
efficiency of operatism on BGPnetwork. However, we found
outthatthis functionality is scarcelyworking.

7 RelatedWork

RoutingRegistry Consisteng Check(RRCC)progect[9]
reportsincorsisteny betweenRR databas@ndthereal In-
ternet. Tools which detectincorsistenciesare available on
theirweh Theinconsisteng which they meanis: route pre-
fix which isn’t adwertised on thereal Internd althowgh it is
registeredin the IRR databaseand the route prefix which
isn’t registeredin the IRR databaselthoudh it is adwertised
on the real Internet. On the other hand this researchde-
tectstheinconsisteng amongtheregisteredoolicies. Both of
theseresearchaim to improve integrity of the IRR database
by correcting the inconsisteng of the policies. Therebre,
theseresearchscomplenenteachothet

8 Conclusionand Futur e Work

A mechanisnfor preventing the increaseof the incon-
sisteny of IRR datalaserecod hasbeenpreseted, which
we call Policy CheckSener. Policy CheckSener consists
of two commnentsthat are Policy Chedker and Database
Cheder.

Wedefinedhisincorsisteny asfollowing two catayories:
inconsisteng in routing informationimport, androuting in-
formation export. Both of them canpotertially disrug the
connectvity betweerpeerirg ASes.

Basedon this classificationwe proposedPolicy Check
Sener. Policy Checler gives the opemator an opportunity
to inspectthe policy which he intends to registerto IRR
database.DatabaseChecler is a systemto investigatethe
consisteng of AS policiesin thewholeIRR databaesin the
world.

As aresultof theinvestigationby Database&Checler, we
have found out55.8% of ASeshasatleastoneinconsisteng.
We adwocatethatthe operato of AS shouldtake the consis-
teng betweerntherASes’policiesinto consideationbefore
heregistershis AS’s policy to IRR.

In nearfuture, we intendto apply Policy CheckSener
to JPIRRwhich is an IRR sener maintainedby JPNICand
provide aserviceto inspectthe corsisteng.
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Table2: Detail of inconsistencies

[ ] Classification | Numberof incorsistencies| Rate |
1 | PeeringAS-SETdoesrt exist on IRR datatase 482 | 0.2%
2 | PeeringAS doesnt exist on IRR database 7971 | 4.0%
3 | PeeringAS doesnt export ary routesto the AS 36,33 | 18.8%
4 | PeeringAS doesnt import ary routesfrom the AS 34,70 | 17.8%
5 | PeeringAS doesnt export route whichthe AS imports 11,4% | 5.8%
6 | PeeringAS doesnt import routewhichthe AS exports 17,78 | 9.1%

Total 108685 | 55.8%
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